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Abstract—The use of cloud computing can reduce the
economic costs of maintaining IT infrastructure, but at the same
time, the likelihood of confidential data theft increases. To reduce
the likelihood of it, cloud computing uses homomorphic
encryption. However, a homomorphic cipher only allows adding
and multiplying encrypted numbers; in some cases, a division
operation is required to implement algorithms. To implement the
division operation with encrypted numbers it is necessary to
implement the encrypted number comparison operation.
Considering that the operation of comparing encrypted numbers
is carried out using numerical methods, it is necessary to adapt
the existing algorithms for Euclidean division. In this article, we
propose a two-stage algorithm for Euclidean division of numbers
encrypted using the CKKS scheme and investigate its properties.

operations with ciphertexts. The most popular were the use of
cryptographic lattices. However, the authors of the CKKS
scheme came to an interesting solution, they use the plaintext
over a complex field, and also introduce mathematics into the
Residue Number System (RNS) to speed up modular
operations. However, RNS has its drawbacks, such as the high
computational complexity of non-modular operations.
Considering that the effective use of FHE is still limited by
the fact that performing non-modular operations such as
division, comparison of numbers, etc., requires great
computational complexity in FHE, we propose the Euclidean
division method for modifying the FHE CKKS scheme.
Considering a variant of the CKKS scheme based on the
Residue Number System, we can improve performance by
introducing an approximate method for determining the sign of
a number for a division operation in RNS, which, due to the
peculiarity of constructing CKKS ciphertexts, also applies to
FHE, without introducing additional parameters.

Keywords—Homomorphic encryption; Euclidean division;
cloud computing; comparison operation; modular arithmetic

I. INTRODUCTION
Cloud storage and computing resources have evolved
rapidly in recent years. More and more organizations and users
are choosing to use them for a variety of tasks [1]. However,
secure cloud computing is one of the most important
challenges at the moment, as it allows sensitive data to be
processed in distributed storage without disclosing the data
itself. This will allow organizations to save infrastructure costs
and use their resources more efficiently. Full data security is
especially important if the data is confidential, for example,
medical data, financial data, etc. One approach that has made
such computations possible is homomorphic encryption.

The work is structured as follows. In Section II, we
conducted research on other works on the division of FHE
encrypted values. In Section III, we provide the theoretical
foundations of RNS and how it performs modular operations.
In Section IV we describe the CKKS scheme, its properties and
parameters. In Section V, we provide a theoretical basis for our
method based on the function of determining the sign of a
number. In Section VI, we describe the algorithm for the
operation of our method. In section VII, we present the
conclusions obtained during this work.

Homomorphic encryption is a type of encryption that
allows performing computations on encrypted data without
decrypting them and obtaining a result corresponding to the
result of the same operations on unencrypted data [2]. The big
breakthrough in homomorphic encryption came in 2009 when
Gentry introduced the first fully homomorphic encryption
(FHE) scheme [3, 4]. Since then, many modifications have
been presented to his scheme, and several new FHE schemes
have been created [5, 6, 7, 8, 9, 10, 11]. Fully homomorphic
encryption differs from other types of homomorphic encryption
in that it allows performing both addition and multiplication
operations on data, while other types allow performing only
one of these operations.

II. RELATED WORK
Many researchers have wondered how to create efficient
division methods in homomorphic encryption schemes. In FHE
schemes, the possibility of division is due to the fact that the
arithmetic operations of addition and multiplication are
homomorphic, therefore, other arithmetic operations also have
a homomorphism.
T. Veugen in his work [12] proposes a new solution in the
field of integer division. In his work, the author is based on the
assumption that to perform the division operation in a
distributed system, an additional protocol is required for
transferring data to the server. To solve this problem, the
author proposes a new technique based on data separation. This
operation allows processing data with less computational
complexity, which in turn allows adding additional protocols in

Since 2009, many researchers have been conducting
research on the modification of the scheme proposed by
Gentry. The authors suggested various ways of modifying such
schemes in order to increase the speed of performing
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a distributed environment with low network load, namely, fine
and approximate dividing protocols.
However, the effectiveness of this method is justified only
on the basis of data transfer protocols. This is not the case
within the system. Calculating quotient has the same
performance, only with smaller data.
N.I. Chervyakov in his work [13] proposes a method for
dividing numbers in RNS by system moduli. Despite the rather
elegant solution, this method is difficult to apply, since in this
case it is necessary that the numbers be relatively prime. Also,
if the number is absent in the system of moduli, a
computationally complex operation of expanding the basis of
RNS is necessary, and if the number is not prime, dividing it
into prime factors, which also affects the performance.
N. I. Chervyakov in [14] proposed a method devoted to
integer division in RNS. In this paper, algorithms based on the
methods of Fermat and Newton [15, 16], carried over to RNS,
are presented. This allows dividing RNS by almost any
number, since Fermat's descent is used, on the basis of which
an approximate divisor is selected. However, this method
requires a large number of iterations as it relies on recursion.
Therefore, in our work, we propose a modification of the
division operation in the homomorphic encryption scheme
CKKS, based on its RNS properties, using an approximate
function for determining the sign of a number.
III. RESIDUE NUMBER SYSTEM
Residue Number System (RNS) is a non-weighted number
system [17]. The number
in RNS is presented as =
{ , , … , } , where
is the remainder of dividing the
number by the corresponding modulus of the RNS basis
{ , , … , } . A number in RNS can be unambiguously
represented if ∈ [0, − 1], where = ∙ ∙ … ∙ .
To convert a number from a weighted number system to
RNS, the following operations are performed:
≡ (
)
≡ (
)
.........................
≡ (
)

(1)

Due to the fact that the remainders that make up a number
in RNS are independent of each other, the calculation of
modular operations can be performed in parallel using the
formula:
= ((

∗

=(
∗! )

,

, . . . , ) ∗ (! , ! , . . . , ! ) =
), (( ∗ ! )
" ), . . . , ((
∗! )
)

(2)

where ∗ is the operation of addition, subtraction or
multiplication.
Operations such as division and comparison in RNS are
computationally complex. However, it is worth noting that
modular division is possible under several restrictions, but
strictly for integers, and when dividing without remainder.
Such division is possible according to the following formula:

= ((# ∗ $ % )

, (# ∗ $ % )

%

(# ∗ $ )

,… ,

)

(3)

As already mentioned, the quotient must be uniquely
whole, in addition, for division, it is necessary that there are
no remainders equal to zero in the RNS system. In the real
world of RNS operation in FHE, such a situation is unlikely.
Therefore, division in RNS cannot be called a modular
operation.
Comparison in RNS is to determine the sign of the number
after subtracting the number $ from # . If the difference of
numbers is positive, then # > $ , if 0, then # = $ , if the
difference is negative, then # < $.
Also, the use of redundancy in RNS allows creating robust
data structures and performing error correction. Thus, the use
of RNS in homomorphic encryption has a number of
advantages, the main of which is the acceleration of
computations, which is essential for homomorphic encryption.
IV. CKKS SCHEME AND IT’S PROPERTIES
We consider an RNS version of the CKKS scheme
proposed by Cheon, Kim, Kim and Song [18]. This scheme is
designed to encrypt complex numbers, and it provides
arithmetic over ()/ .
In the CKKS scheme, complex numbers are encrypted on
integer polynomials, so the plaintext and ciphertext space is as
follows:
+, [ ]/(

)

+ 1)

(4)

where . is a power of 2.
The batch encoding is performed as follows:
/

( 0 ↔ +, [ ]/(

)

+ 1)

(5)

so that
23

2(243

2(

) ⊗ 243

2(

)) ≈

⊙

(6)

where ⊗ is component multiplication and ⊙ is non-cyclic
convolution.
The CKKS scheme uses the following security parameters:
. = 29:; ) is a ring dimension. It determines the degree of
the cyclotomic polynomial, the number of coefficients in the
plaintext and in the ciphertext polynomials.
< is a ciphertext modulus. < is a product of small coprime
modulus = ≡ 1 mod 2.. It affects security and performance,
and closely related to ..
A is a variance used for error polynomials.
To encode complex numbers into integer polynomials, the
B3#C2 parameter is used.
B3#C2 is a plaintext scale. It is required for encoding
complex numbers on polynomials with integer coefficients.
This parameter is the power of two. B3#C2 influences accuracy
of computations and the number of operation that can be
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performed before overflow. This parameter does not have
security impact.

2.

•

CKKS.Setup(): Set a ring dimension ., a ciphertext
modulus <, a key and error distributions D and E over
F correspondingly.
SymEnc(m, sk): ∈ F is an input plaintext, and sk =
B ∈ FIJ is a secret key. # ← L(FIJ ) and 2 ← Ω. $ =
−# · B + 2 ∈ FIJ . Return the ciphertext ct =
(3Q , 3 ) = ($, #).

•

CKKS.KeyGen(): Secret key sk = B , where B ← D ,
and public key pk = SymEnc(0, sk);

•

CKKS.Dec(ct, sk): ct = (3Q , 3 ) ∈ FIℓ is a ciphertext
at the ℓ-th level, return 3Q + 3 · B(mod=ℓ ).

•

CKKS.Add(ct Q , ct ): Return ct = ct Q + 3X .

•

CKKS.Mul( ct Q , ct ): Return ct = ct Q ∙ 3X .

•

[ ( )=−

•

[ ( )=

•

[d ( ) = −

•

[^ ( ) =
d

1.

1.

It is an odd function;

2.

Y(1) = 1, Y(−1) = −1;

3.

Y \ ( ) = 3(1 − ) (1 + ) for some constant 3 > 0

2.
3.

Thus, they can be calculated by the formula

4.

2a
∙ ` b ∙ (1 − ) .
(7)
a
In the original paper, the following polynomials were
calculated:
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The polynomials [( ) are minimax polynomials and serve
to accelerate the approximation of the final function to the
sign function. They must meet the following conditions:
1.

5.
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Let # be the dividend and $ the divisor. Then we
calculate Ba[4(# − $). If Ba[4(# − $) = −1, then the
x
division process ends, and w z = 0. If Ba[4(# − $) =
x

The polynomials of the family Y( ) д must meet the
following conditions:

Y( )=−

st

d

∙

VI. EUCLIDIAN DIVISION METHOD
The proposed improved algorithm for dividing modular
numbers encrypted in CKKS consists of the following steps:

This method consists in approximating the sign of the
number by a composition of polynomials Y ∘ … ∘ Y ∘ [ ∘ … ∘
[.

•

dhig

fefQ
st

st

We found out that the most effective option is the strict
sequence of composition Y u[ ( )v . Thus, we define a
function for determining the sign of a number:

To determine the sign of a number in homomorphic
encryption, we will use the method proposed in [19].

Y ( ) = ∑ cQ

+

dfi

Ba[4( ) = Y^ u[^ ( )v

V. CALCULATION OF THE NUMBER’S SIGN
The proposed division method for numbers presented in
RNS and encrypted in CKKS contains a key function –
determining the sign of a number.

d

∈

Thus, in [19], the following polynomials [( ) were given:

Main functions of CKKS:
•

∃0 < k < 1 s. t. < [( ) ≤ 1 for all
(0, k], and [([k, 1]) ⊆ [1 − r, 1]

y

0 , then w z = 1 , the division process also ends.
y
Otherwise, if Ba[4(# − $) = 1, then the search for the
highest power 2{ is performed when the quotient is
approximated by a binary code.
Shift Ba[4(# − $) to the left until the most significant
bit is transferred to the sign bit. Then, the number of
shifts will determine the highest degree.
Next, the constant 2{ is taken, where | is the highest
degree of the digit. We multiply the constant by the
divisor $ , getting Ba[4 ($) = $2{ and compare it
with 2}
, where a = ~~~~~
1, 4, 1 ≤ • ≤ log .
Calculate Δ = Ba[4(# − $) − Ba[4 (# − $). If "1" is
written in the sign bit Δ , then the degree is discarded,
if "0" is written, then 2{ is added to the quotient.
Next, the digits Ba[4 are shifted to the right, and the
next 2{% is checked.
Then Δ = Δ − Ba4[ (# − $) is calculated and steps
4-5 are repeated.
Similarly, we check all the remaining members of the
series up to degree zero. The resulting remainder
‚ = ‚ % — Ba4[ % (# − $) ≈ 0. In the case when
the divisor takes the minimum value and the dividend
takes the maximum, then the threshold ‚ can be taken
greater than zero, which will reduce the number of
iterations when dividing a large dividend and a small
divisor. In the process of these transformations, we
summarize all the allowed members of the series.

VII. CONCLUSION
In the course of the research carried out in the work, the
RNS was analyzed for the possibility of performing non-
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modular operations such as division and comparison. This was
necessary to modify the FHE scheme. It was found that to
perform non-modular operations in RNS, it is necessary to
introduce a function for determining the sign of a number.
During the analysis of the FHE CKKS scheme, it was found
that, despite the fact that it is in the field of complex numbers,
it is also full-RNS, which allows applying the same methods
as in RNS.
The division operation has attracted the most attention.
Researchers have established a number of polynomials [19],
applicable to calculate the sign of the RNS number. Thus,
using this calculation method for division, a fairly accurate
approximate division can be performed. Its peculiarity lies in
the fact that even if the quotient is obtained with a remainder,
division is performed, but without it. In most situations, as, for
example, in ciphertexts, this does not do much harm, since this
error is added to the general "noise" in the encoded
information.
Based on these conclusions, it can be concluded that the
use of such a division in the RNS is possible, and it will speed
up the execution of operations with ciphertext, since, based on
the number sign function, it is possible to compare values in
ciphertexts with high speed. This allows the CKKS scheme to
be used in distributed computing systems with higher
performance. For example, in cloud structures, improving the
performance of the comparison operation will increase the
speed of user access to their data. Faster division will speed up
the system as a whole. Thus, the modification of the FHE
CKKS scheme will increase the popularity of homomorphic
encryption for use in various structures.
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